Controlling which applications can access network
resources and the Internet

In this example, you will learn how to use Application Control to monitor traffic and
determine if there are any applications currently in use that should not have network
access. If you discover any applications that you wish to block, application control will
then be used to ensure that these applications cannot access the network.

Enabling Application Control and multiple security profiles
Using the default application profile to monitor network traffic
Adding the default profile to a security policy

Reviewing the FortiView dashboards

Creating an application profile to block applications

Adding the blocking sensor to a security policy

N ok oDbh =

Results

Action aPPIied

Application
+E|Ege+ed?

Application
specific
raffic

Application
control
enabled?

Session begins——\—

Traffic not
affected



I. Enabling Application Control and multiple security profiles

Go to System > Config > Features
and ensure that Application Control Application Control &)

is turned ON. [ on | ﬁh I

SeleCt Show More and enable Multiple Security Profiles @ ’%:H ] NAT46 & NAT64 @ — Changes:
Multiple Security Profiles. - == B |t
Apply the Changes Policy-based IPsec VPN @ SSL-VPN Personal Bookmark ’ gig‘iebssenciggv Frefles
. L Management )
(L) s, | { Apply. J{ -
2, Using the default application profile to monitor network traffic
Go to Security Profiles > Name deranl
Application Control and view the Comments monitor all applications 24/255
default profile. Categories
A list of application categories is & Botnet & Generalinterest [E social.Media & web.others
shown. By default, most categories L Eerms LI & storage.sackup B Al Cther known
- =8 Cloud. = k. i =5 d
are already set to Monitor. In order & coudrt & Networkservice B Update S All other Unknown
to monitor all applications, select All e e e foplcatns
ki
} . & Email & proxy & vorp
Oth.er KrIOV\.m Appllcatlons and & Game & Remote.Access B Industrial
set it to Monitor. Do the same for All
Other Unknown Applications. Application Overrides
T & Add Signatures
The default profile also has Deep
Inspection of Cloud Applications o matching entries found
turned ON. This allows web-based Options
applications, such as video streaming, @I Deep Inspection of Cloud Applications

to be monitored by your FortiGate.



3. Adding the default profile to a security policy

Go to Policy & Objects > Policy > Incoming Interface intrnal ML)
IPv4 and edit the policy that allows Source Address Eal ~o
outgoing traffic from your network. souree User(s) Click tc add.. -
Source Device Type Click to add... -
Under Security Profiles, turn on Outgoing Interface wanl -
Application Control and use the Destination Address SEl ML)
default profile. schedule @ always -
Service @ ALL ~|
Enabling Application Control Action o ACCERT -
will automatically enable SSL Firewall / Network Options
Inspection. In order to inspect traffic B NaT

@ Use Destination Interface Address [] Fixed Port

from Cloud Applications, the deep-

. . . ) Use Dynamic IP Poal Click to add...
inspection profile must be used. o

Security Profiles

OFF | AnEiVirus default
) . . oFF | Web Filt efau
Using the deep-inspection - A;“C;ti: e defoul
. o defaul hd
profile may cause certificate e ::”lt
. . OFF_, efault
errors. For information about <50 tnspection P &
avoiding this, see “Preventing ’
security certificate warnings when
using SSL full inspection” on page
63.
4. Reviewing the FortiView dashboards
Go to SVStem > FortiView > @ || @ Filter Applications now | 5 minutes | 1 hour
Applications and select the now [ Application | Category | Risk | Sessions | Bytes (Sent/Received)
view 3 BitTorrent P2P EEEEE) 78 o 410.37K 0
DNS Network.Service [EEmEm 66 16.94 K |
This dashboard shows the traffic aZiL Networic Service E 21 == 16.04 M Em=
ype P2P 13 mm 273.90K |
that is currently flowing through your Unknown ¢ o asz |
H H H Twitter Social.Media ) 3@ 29.61 K |
FortiGate, arranged by application 3 Lostposs s f— . o

(excluding Cloud Applications).



If you wish to know more about an Summary of £ BitTorrent

application’s traffic, double-click on Bytes (Sent/Received): 26.39 |p EE—
its entry to view drilldown information, Sessions: 1846

including traffic sources, traffic Time Period: Realiime

destinations, and information about Sources Destinations Sessions

individual sessions. Cowce | _Device | Sessions | Bytes (Sent/Received)

10.10.580.3 ﬁ My-Desktop 1,844 s 25.50M

Similar information can be viewed

O Q Filter Cloud Applications. .. Applications | Users || 5 minutes | 1 hour
for Cloud Applications by going Application | Category | Risk | Loginids | Sessions ___[Fie
to system > FortiView > Cloud % YouTube video/Audio == 1 ] 6 ]

- - . L ]
Applications and selecting
Applications that have been used in
the last 5 Minutes.
C|Oud App|lcatI0nS a|SO have 4 | ¢ || @ © Cloud Application: YouTube Applications | Users || 5 minutes | 1 hour
drilldown options, including the Summary of g YouTube

Category: Video/Audio

ili H i Videos Played: 1 Sesions
ability to see which videos have been e o
viewed if streaming video traffic was S a5 s
detected. .
12:12:00 12:12:30 12:13:00 12:13:30 12:14:00 12:14:30 12:15:
Cloud Users Files Videos Sessions
| _bate/Time | _Application user | _Source |
1 12:13:23 10.10.80.3 10.10.80.3 FortiGate Cookbook - Transparent Mode (5.2) 2.48 MB pass
2 12:13:23 10.10.80.3 10.10.80.3 FortiGate Cookbook - Transparent Mede (5.2) N/A pass
3 12:13:22 10.10.80.3 10.10.80.3 FortiGate Cookbook - Transparent Mede (5.2) 236.00 KB pass
4 12:13:20 10.10.80.3 10.10.80.3 FortiGate Cookbook - Transparent Mode (5.2) 784.00 KB pass
5 12:13:19 10.10.80.3 10.10.80.3 FortiGate Cookbook - Transparent Mode (5.2) N/A pass
6 12:13:18 10.10.80.3 10.10.80.3 FortiGate Cookbook - Transparent Mede (5.2) 236.00 KB pass




5. Creating an application profile to block applications

In the above example, traffic from
BitTorrent, a Peer-to-Peer (P2P)
downloading application, was
detected. Now, you will create an
application control profile that will
block P2P traffic.

The new profile will also block all
applications associated with Youtube,
without blocking other applications in
the Video/Audio category.

Go to Security Profiles >
Application Control and create a
new profile.

Select the P2P category and set it to
Block.

Under Application Overrides, select
Add Signatures.

Search for Youtube and select all the
signatures that are shown.

Select Use Selected Signatures.
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The signatures have been added to
the Application Overrides list and have
automatically been set to Block.

Enable Deep Inspection of Cloud
Applications.

6. Adding the blocking sensor to a security policy

Go to Policy & Objects > Policy >
IPv4 and edit the policy that allows
outgoing traffic from your network.

Set Application Control to use the
new profile.

7. Results

Attempt to browse to
www.youtube.com. A warning
message will appear, stating that the
application was blocked.

il Delete & Add Signatures
YouTube video/Audio @& Block
YouTube.App video/Audio @& Block
¥ Youtube.Downloader.YTD video/audio & Block
YouTube_Comment.Posting video/Audio @& Block
YouTube_ HD.Streaming Video/Audio & Block
YouTube_Search.Safety.Mode.Off  Video/Audio & Block
YouTube_Search.Video video/Audio @& Block
YouTube_ Video.Access Video/Audio & Block
YouTube_Video.Embedded video/audio @& Block
YouTube_Video.Play video/Audio @& Block
YouTube_Video.Upload VideofAudio & Block
Youtubeproxyfree Proxy & Block
Options
@™ Deep Inspection of Cloud Applications
Security Profiles
@D Antivirus default -8
_orF_) Web Filter default
@ Application Contral block-applications B

@ FortiGuard ~.golizzilon Conirol

X

Wl YouTube

Application Blocked!

You have attempted to use an application which is in violation of your internet usage policy.



http://www.youtube.com

Traffic from BitTorrent applications will
also be blocked.

To see information about this blocked
traffic, go to System > FortiView >
All Sessions, select the 5 minutes
view, and filter the traffic by
application.

Application: BitTorrent
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